Web3律师：加密安全公司CertiK与Kraken互撕，白帽也会变黑帽？
加密行业的撕逼真精彩。这不，加密安全独角兽CertiK和美国超级交易所Kraken的掰头，让笔者变成了瓜田的猹。
事情大约是这样的：CertiK在其安全测试过程中发现了一个严重的漏洞，涉及到在Kraken平台上人为增加加密交易账户余额的可能性，并希望通过测试触达Kraken的报警提示阈值。然而，Kraken对此表示，CertiK的行为超出了一般安全研究的范围，涉嫌利用漏洞获利，因此指责CertiK进行了敲诈行为。
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根据CertiK的说法，他们的测试揭示了Kraken系统中的多个安全漏洞，这些漏洞未经修复可能导致数亿美元的损失。CertiK强调，他们的行为是为了加强网络安全，保护所有用户的利益，并公开了完整的测试时间线和相关的存款地址，以证明他们的透明度和诚信 。
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Kraken及其CSO Nick Percoco则通过社交媒体和公开声明强调，他们的漏洞赏金计划有明确的规则，并要求所有发现漏洞的研究员遵守这些规则。Kraken还表示，CertiK的行为已经构成了对其平台安全的直接威胁，并已向执法机构报告了这一事件 。
这场对峙不仅涉及技术和安全问题，也触及到了法律和道德的边界，特别是关于白帽黑客活动的界限和责任。这为曼昆律师进一步探讨白帽黑客的法律尺度提供了丰富的背景和讨论基础。
白帽黑客的行为合法吗？
从严格的行为上而言，白帽黑客的行为和非法侵入计算机系统非常的相似。但在绝大多数情况下是不会给予白帽黑客违法犯罪的法律评价。因为白帽黑客的目的、行为过程使其与违法犯罪行为有着本质区别。
链上的白帽黑客通过发现和修补漏洞，帮助企业和组织建立更安全的网络环境，从而增强网络的可靠性和可信度，为整个链上的安全性和稳定性都做出了积极贡献。
那收取报酬的行为是否会影响对白帽黑客的评价？报酬作为一种有效的激励机制，可以吸引更多人才投入网络安全领域，从而提升整个行业的安全性，对于企业和组织来说，也是一种高性价的漏洞修复方式，同时，也能树立企业重视网络安全的形象。因此，白帽黑客收取合理费用一般属于行业的约定俗成。
这一次，CertiK是白帽黑客吗？
在CertiK与Kraken之间的掰扯中，核心问题之一是CertiK的行为边界问题。CertiK的行为，特别是向外部钱包转移300万美元资金的动机和法律性，成为了争论的焦点。
行为并不透明
CertiK是Kraken合作的安全公司，并且明知Kraken设有针对安全漏洞的赏金计划，完全可以在开始测试之前确保获得充分的授权。与此同时，据社区及Kraken披露，CertiK报告漏洞时，并未提及具体转移数量，而是在Kraken发出“退还$3M”后，披露自己“全部测试地址”，以证明自己未转走Kraken指控的金额。
资金转移是事实
根据Kraken以及链上侦探@0xBoboShanti的陈述，早在5月27日就有CertiK安全研究人员进行了探测和测试，这与CertiK的事件时间表产生了矛盾。与此同时，在后续的漏洞测试中，尽管CertiK声称所进行的操作是为了测试Kraken的报警系统是否能及时触发，然而在实际操作时，这种测试不仅仅停留在发现漏洞，CertiK还将金额转移到了独立钱包地址。这一行为超出了常规的安全测试范围。据披露，此前CertiK已经对多个交易所进行了相同操作，并且还使用过Tornado Cash转移资产以及ChangeNOW进行抛售。
以上两个情况大概率已经超越了白帽黑客的行为边界。
法律界定成关键
从法律角度来看，白帽黑客的行为通常被视为合法，但前提是这些行为符合一定的规范和条件。
在美国，与白帽黑客活动密切相关的法律主要包括《计算机欺诈与滥用法案》(CFAA)。根据CFAA，任何未经授权访问或超出授权范围访问保护计算机的行为都可能构成犯罪。对于白帽黑客而言，他们的行为通常需要在明确获得授权的范围内进行，否则即便是出于安全测试的目的，也可能违反CFAA。此外，随着技术的发展，一些地区也逐渐形成了更具体的规定来指导和保护白帽黑客的行为。
而在中国，《网络安全法》也明确了增强网络安全防护和加强网络空间管理的总体要求。这意味着网络入侵，即使是出于安全测试的目的，也可能被视为非法行为；同时，安全法强调了个人数据和隐私的保护。任何在网络测试中涉及个人数据的操作，必须确保数据的安全和隐私不被侵犯；发现安全漏洞后，有责任及时向网络安全管理机构和受影响的网络运营商报告。这种报告机制旨在及时修补漏洞，防止漏洞被滥用。
不过在Web3.0行业，部分白帽黑客的测试也会涉及到转移资金的行为，但通常会在项目默许的情况下（比如项目有相关grants），或者将加密资金转移至特定的独立钱包做存储（不再进行下一步操作），进而提报漏洞并获取项目方赠与的报酬，这也算是行业约定俗成的行为。
然而，在CertiK的案例中，资金的实际转移，尤其是后续操作引发了法律上的复杂问题。一方面是CertiK是否因私利动机而进行了资金转移；一方面是CertiK并未遵守Kraken对于白帽黑客的明确要求，而是通过转移资金再次证明同一个漏洞；另一方面是其后续对转账资金的操作，可能被视为非法获利。此外，CertiK在行为后的处理方式，包括与Kraken的沟通和协调，也会影响其行为的法律评估。
结论与反思
虽然Kraken和CertiK这场争议完完全全是个美国法律问题，曼昆律师也不好发表美国法下的观点。但假设发生在中国法下，CertiK的行为恐怕也难逃敲诈勒索和非法侵入计算机系统的指控。
确实，白帽黑客在某些情况下也可能“变黑”。即使最初的意图是为了增强系统的安全，但如果他们在没有适当授权的情况下进行测试，或者为了私人利益而利用发现的漏洞，这些行为就已经偏离了白帽黑客的法律以及伦理标准。正如CertiK与Kraken事件所展示的，如果未经授权进行资金转移行为，尤其是在涉及巨额资金时，即便是出于测试目的，也可能被视为黑帽行为。
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We have had a Bug Bounty program in place at Kraken for nearly ten
years. This program is run internally and is fully staffed by some of the
brightest minds in the community. Our program, lie many others, has
clear rules of the road...

1. Do not exploit more than you need toin order to prove the
vulnerability.

2. Show your work (i.e. provide a proof of concept)

3. What you extract you return immediately
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Nick Percoco & B @cfive - Jun 18

As a security researcher, your license to "hack” a company is enabled by
following the simple rules of the bug bounty program you are participating
in. Ignoring those rules and extorting the company revokes your “license to
hack”. It makes you, and your company, criminals.
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CertiK recently identified a series of critical vulnerabilities in @krakenfx
exchange which could potentially lead to hundreds of millions of dollars
inlosses.

Starting from a finding in @krakenf«'s deposit system where it may fail to
differentiate between different internal transfer statuses, we conducted
athorough investigation with three key questions:

1/ Can amalicious actor fabricate a deposit transaction to a Kraken
account?

2/ Can a malicious actor withdraw fabricated funds?

3/ What risk controls and asset protection might be triggered by alarge
withdrawal request?

According to our testing result: The Kraken exchange failed all these
tests, indicating that Kraken's defense in-depth-system is compromised
on multiple fronts. Millions of dollars can be deposited to ANY Kraken
account. A huge amount of fabricated crypto (worth more than 1M+
USD) can be withdrawn from the account and converted into valid
cryptos. Worse yet, no alerts were triggered during the multi-day testing
period. Kraken only responded and locked the test accounts days after
we officially reported the incident.

Upon discovery, we informed Kraken, whose security team classified it
as Critical: the most serious classification level at Kraken.

fter initial successful conversions on identifying and fixing the
ulnerability, Kraken's security operation team has THREATENED

individual CertiK employees to repay a MISMATCHED amount of crypto

in an UNREASONABLE time even WITHOUT providing repayment
ddresses.

In the spirit of transparency and our commitment to the Web3
community, we are going public to protect all users' security. We urge
@krakenfx to cease any threats against whitehat hackers.

Together, we can face risks and safeguard the future of Web3. #Web3
#Security #Transparency
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Our team found a flaw deriving from a recent UX change that would
promptly credit client accounts before their assets cleared - allowing
clients to effectively trade crypto markets in real time. This UX change was
not thoroughly tested against this specific attack vector.
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After patching the risk, we thoroughly investigated the situation and quickly
discovered that 3 accounts had leveraged this flaw within a few days of
‘each other. As we dug deeper, we noticed that one account was KYC'd to
anindividual who claimed to be a security researcher.
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‘This individual discovered the bug in our funding system, and leveraged it
to credit their account with $4 in crypto. This would have been sufficient to

prove the flaw, file a bug bounty report with our team, and collect a very
sizable reward under the terms of our program.
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Instead, the ‘security researcher” disclosed this bug to two other individuals
who they work with who fraudulently generated much larger sums. They
ultimately withdrew nearly $3 million from their Kraken accounts. This was
from Kraken's treasuries, not other client assets.
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The initial Bug Bounty report did not fully disclose this transaction
formation, s we contacted the security researchers to confirm some
details to progress with rewarding them for successfully identifying a
security flaw on our platform.
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Inturn, we requested a full account of their activities, a proof of concept
used to create the on-chain activity, and to arrange the retur of the funds
that they had withdrawn. This is common practice for any Bug Bounty
program. These security researchers refused.
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Instead, they demanded a call with their business development team (i.e.
their sales reps) and have not agreed to return any funds until we provide a
speculated $ amount that this bug could have caused if they had not

disclosed t. This is not white-hat hacking, itis extortion!
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