硬件钱包100%安全？你需要了解的2类欺诈
作者：Bitrace
硬件钱包是一种专为储存加密货币设计的物理设备，被认为是安全存管加密资产的重要手段。其内置的安全芯片离线存储私钥，确保用户掌握加密货币的完全控制权。硬件钱包通常在离线状态下操作，这进一步减少了被互联网黑客攻击的风险。
然而，在投资者群体普遍缺乏了解的情况下，仍然出现大量针对小白用户的欺诈事件，导致其存放在硬件钱包中的资产丢失。本文将介绍两种常见的硬件钱包盗币手法——硬件钱包说明书欺诈与硬件钱包改造伪装骗局。
硬件钱包说明书欺诈
此类盗币手法核心是利用普通投资者对硬件钱包使用方法的不了解，通过替换虚假说明书，误导受害人向钓鱼地址转账。受害人从第三方电商平台购入硬件钱包，打开包装后，按照「说明书」上标注的「初始 Pin 码」打开硬件钱包，在备份了「说明书」上印制的「助记词」后，向钱包地址存入了大量资金，最终失窃。
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其原因并非钱包在硬件层面遭到破解，而是盗币者通过提前激活获取地址助记词，伪造虚假说明书进行二次封装，再通过非官方的渠道将已激活的硬件钱包销售给受害人，一旦目标对象向地址内转入加密资产，就将进入标准假钱包盗币流程。
华语地区的二级市场上也存在类似风险，知名硬件钱包厂商 imkey 曾发布提醒——发现部分非官方店铺在售卖「已激活」硬件钱包的同时，篡改使用说明书，诱骗用户将资金存入被作恶商家提前创建的钱包地址中。可见，识别官方电商店铺的重要性等同于识别官方网址。
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硬件钱包设备遭改造
一位 Ledger 用户在未曾下单的情况下收到一个包裹，内含有一个全新的 Ledger X 硬件钱包和一封附带的信件。信件表示，由于 Ledger 公司遭受网络攻击导致用户数据泄露，特此向受影响的客户发送了新的硬件钱包设备，并在信件中要求用户更换设备以保证安全。
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然而，这封信的真实性存疑，Ledger 公司 CEO Pascal Gauthier 明确表示，对于个人数据的意外泄露，公司不会做出任何赔偿。该用户也表示这是一个骗局，他分享了更多的图片，并打开设备展示了硬件钱包塑料盒内部，明显有被篡改的痕迹。
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此外，卡巴斯基安全团队也曾通报了一起仿冒 Trezor 硬件钱包的案例，受害人在非官方渠道购买了一台 Trezor Model T ，但该设备已经被攻击者更换内部固件，将能够获得对用户加密资产的访问权限，进而采取盗币行为。
写在最后
通过上述案例不难看出，针对硬件钱包的供应链攻击已经非常广泛，普通投资者以及硬件钱包厂商应当对此提高警惕。正确的使用方式将能有效规避盗币风险：
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Message by LEDGER's CEQ
Dear Ledger client,
in July 2020. We

As you know, Ledger was targeted by a cyberattack that led to a data breach
were informed about the dump of the content of a Ledger customer database on Raidforum. We

believe this to be the contents of our e-commerce database from June 2020.

At the time of the incident, in July, we engaged an external security organisation to conduct a
forensic review of the logs available. This review of the logs enabled us to confirm that
approximately 1 million email addresses had been stolen as well as 9,532 more detailed personal
information (name, surname, phone number and customer wallet information) that we were able
to specifically identify.

For this reason for security purposes, we have sent you a new device you must switch to a

new device to stay safe. There is a manual inside your new box you can read that to learn how to
set up your new device. For this reason, we have changed our device structure. We now guarantee

that this kinda breach will never happen again.
We deeply apologize for the inconvenience caused to you due to our faulty security systems

Mote: This new device doesnt work for new setups. You need to follow & step installation guide w
box, Once you succassfully Installed you can start (0 use your new device.

o c——
Sincerely,
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Recovery Sheet

Please scratch off the panel below to reveal your
24 word recovery seed.

Please note this is unique to your device
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Getting Started

Use the 2 buttons on your Ledger device
through the options and push both buttons
simultaneously o select your chosen option.

Enter the default pin code 5555.

Go to settings> security> change pin and enter a new

pin number that you will remember. Please keep this

safe as you will need 10 enter your pin 1o gain acoess
10 your device.

Go 1o wwwledgerwallet.conapps and download the

Ledger Manager and any crypto wallets that your
require.

Your Ledger device is now

configured and ready for use.









